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Abstract 
 

In this article, we present the results of our research project, AIRobot, an innovative approach to integrating Artificial 

Intelligence (AI) and Natural Language Processing (NLP) across various sectors, including agriculture, industry, and 

services. The primary objective of our study is to streamline human-software interactions using natural language, thereby 

enhancing productivity and simplifying operations. In this article, we introduced a robust architecture and the essential 

components for implementing AIRobot, serving as a solid foundation for future applications in the agriculture, industry, 

and services sectors. 
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The overarching vision of AIRobot is to 

create personal assistants (personal robots) with 

the expectation that conversational interfaces will 

be applicable in nearly every application, serving 

as an alternative to Command Line Interfaces 

(CLI) or Graphical User Interfaces (GUI). 

Essentially, there is a well-founded hope that user 

interfaces will become more conversational, 

human-like, and closer to the natural way people 

interact with one another. 

Personal assistants (Sun C.C., 2021) are 

structured as a novel proposition put forth by 

AIRobot. They are organised within collaborative 

spaces, allowing for text, audio, and video 

interactions between the robot assistants and 

users. 

Furthermore, the robot can mediate 

interactions among users, who can work 

independently but are always assisted by the 

robot. 

Naturally, we envision it capable of 

enhancing these interactions to the highest level 

possible. Another crucial aspect is incorporating 
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security by design (Jo H., 2022). Our 

architectural decisions prioritise privacy, 

ensuring that interactions remain restricted to 

limited groups, untraceable by providers or even 

by us. This is made possible through encryption 

and concepts such as Digital Wallets or 

Decentralized Identities (DIDs) (Dib O., Toumi 

K., 2020). 

We rely on an architecture that supports a 

professional Key Management System (KMS) 

based on Hardware Security Modules (HSMs) 

and Trusted Execution Environments (TEEs). 

The vision entails using the same code and 

interaction style on both mobile and desktop 

platforms, similar to existing communication 

applications that allow mobile and desktop 

uploads with minimal differences. While the 

desktop version utilises a larger screen, the 

interaction remains consistent across both 

platforms. 

Building upon this vision, AIRobot aims to 

deliver a seamless, user-friendly experience that 

fosters efficient communication and 

collaboration. By leveraging advancements in AI 


